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EXECUTIVE SUMMARY 

 

 

The Law Institute of Victoria (“LIV”) welcomes the opportunity to provide a formal submission to the 

Department of Communications and the Arts Online Safety Legislation Reform responding to the 

Consultation on a new Online Safety Act. 

The LIV is Victoria’s peak body for lawyers and represents approximately 19,000 people working 

and studying in the legal sector in Victoria, interstate and overseas. Its members are legal 

professionals from all practice areas, and work in the courts, academia, policy, state and federal 

government, community legal centres and private practice. 

The LIV’s membership includes expert lawyers specialising in the intersection of technology and the 

law. Many technology lawyers specialise in contributing to the technology and cyber education of 

the profession and manage their own technologically focused legal practice. As such, they have 

considerable experience of the relationship between technology and cybersecurity issues. 

The LIV has been invited to consider whether any legislative, procedural or administrative changes 

should be made in response to issues raised in the Online Safety Legislation Reform Discussion 

Paper (“the Discussion Paper”).1  

The LIV makes recommendations in the following areas: 

• Ancillary service notice provider scheme; 

• Basic Online Safety Expectations; 

• Addressing illegal and harmful online content; 

• Image-based abuse scheme; and 

• Blocking terrorist material online. 

The LIV urges the Department of Communication and the Arts to consider implementing the 

recommendations in this submission. 

  

 
1 Online Safety Legislative Reform Discussion Paper (‘Discussion Paper’) Retrieved from <https://www.communications.gov.au/have-

your-say/consultation-new-online-safety-act?utm_source=miragenews&utm_medium=miragenews&utm_campaign=news> 
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INTRODUCTION 

  

The proposed reforms outlined in the Discussion Paper follow a 2018 review of online safety 

legislation which recommended wholesale replacement of the existing framework with a single 

Online Safety Act. The current framework consists of the Enhancing Online Safety Act 2015, Safety 

By Design Principles and the Online Safety Charter.  

The Enhancing Online Safety Act 2015: 

1. The existing legislative scheme contained in the Enhancing Online Safety Act 2015 (“the Online 

Safety Act”), includes basic online safety requirements for social media services under the 

current cyberbullying scheme.2 The Online Safety Act imposes requirements on social media 

platforms such as: the service provider’s Terms of Use must contain a provision prohibiting end-

users from posting online cyberbullying material; a complaint mechanism is available to users to 

request cyberbullying material to be removed; and the eSafety Commissioner’s (“the 

Commissioner”) contact information must be provided upon request.3 

Safety by Design Principles (SbD) 

2. The Commissioner’s consultation in 2018 with the online services sector identified a set of 

voluntary principles focusing on user rights when online services are developed and released for 

public use.4 The LIV supports the implementation of the Online Safety Charter to protect citizens 

and articulate community expectations to technology firms and digital platforms.  

Online Safety Charter 

3. The Charter is a statement of online safety expectations incorporating SbD principles as best 

practice.5  

4. In the LIV’s view, the development of guidance material on SbD best practices will greatly assist 

online service providers to implement the expectations of the Online Safety Charter and the Basic 

Online Safety Expectations (“BOSE”) discussed further below.6 

 

2 Fact sheet – Online Safety Reform Proposals – Basic Online Safety Expectations (‘BOSE Fact Sheet’) Retrieved from 
<https://www.communications.gov.au/have-your-say/consultation-new-online-safety 
act?utm_source=miragenews&utm_medium=miragenews&utm_campaign=news>  

3 Discussion Paper (no 1) 20. 

4 Discussion Paper (no 1) 20 

5 Discussion Paper (no 1) 21. 

6 Discussion Paper (no 1) 21. 
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5. However, the LIV believes the application of the Online Safety Act is limited without taking into 

full consideration various online services available to users as well as the limitless harmful 

material being shared online.7 The LIV is concerned that, without introducing minimum standards 

for preventative action, there is a risk current safety measures will be reactive, and the 

responsibility to enforce safety standards will be placed disproportionately on the end-user.8 

  

 
7 BOSE Fact Sheet (no 2). 

8 Discussion Paper (no 1) 20 
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RECOMMENDATIONS 

 

 

The LIV makes the following recommendations to improve online safety practices within the wider 

Australian community: 

1. Ancillary service provider notice scheme  

The LIV recommends a pragmatic approach be taken to implement the ancillary service 

provider notice scheme.  

1.1. Is there merit in the concept of an ancillary service provider notice scheme? 

(Discussion Paper Question 31) 

The LIV believes the ancillary service provider scheme has merit. However, the LIV is 

concerned the integrity of those decisions to uphold the rule of law is uncertain where there 

is no ethical framework or any transparency in the decision-making process of the 

Commissioner.  

1.2. Are there any other types of services that should be included in the definition of an 

ancillary service provider? (Discussion Paper Question 32) 

The LIV recommends the Commissioner limit the extent of control some ancillary service 

providers have to host and share content on their online platforms, and to make this content 

available to search engines without the user’s consent, for example, when content is owned 

by Google and shared on YouTube. This may reveal practical issues with the enforcement 

of and compliance with notices issued by the Commissioner to ancillary service providers not 

previously identified. 

1.3. Should the definition of search engine provider be broadened to include search 

functions housed in other services, such as social media services, video hosting 

services or other services with internal search functionality? (Discussion Paper 

Question 33) 

The LIV generally supports broadening the definition of a search engine provider to include 

social media platforms in order to implement a holistic approach to removing content that is 

harmful and potentially criminal. This aligns with the United Kingdom’s statutory duty of care 

which requires social media platforms to take responsible and proportionate steps to stop 

and prevent harmful material appearing online.9 The LIV supports increasing the 

 
9 UK Digital, Culture, Media and Sport Committee’s Disinformation and ‘fake news’ final report February 2019, pp.12-13 Retrieved from 
<https://publications.parliament.uk/pa/cm201719/cmselect/cmcumeds/1791/1791.pdf> 
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Commissioner’s power to direct Internet Service Providers (ISPs) to block harmful and 

criminal content.   

1.4. Is the requirement that third parties be systemically and repeatedly facilitating the 

posting of cyberbullying or cyber abuse material, image-based abuse or hosting illegal 

or harmful content appropriate before the eSafety Commissioner can issue a notice to 

an ancillary service provider? Should a different threshold be contemplated? 

(Discussion Paper Question 34) 

The LIV recommends cyberbullying, cyber abuse material, image-based abuse or illegal or 

harmful content (“harmful online content”) whether or not it is systemic, be entirely removed 

by the Commissioner issuing the proper notice in all instances.  

Some LIV members have reported that harmful online content is distributed to various online 

networks which is difficult to completely remove. In the LIV’s view, consideration should be 

given to how to prevent users accessing online content through Virtual Private Networks 

(“VPNs”), and through region-restricted websites.  

The LIV makes the following additional recommendations:  

• an ethical approach be adopted in assessing how to make an informed decision about 

whether online content is in fact harmful; 

• adequate reasons are provided to service providers when a decision is made by the 

Commissioner to remove harmful online content; and 

• an appeal and internal review process be established to allow online service providers 

an opportunity to request a review of the Commissioner’s decision to remove online 

content, prior to legal proceedings being issued. 
 

1.5. Is there merit to making compliance with the ancillary service provider notices 

mandatory? (Discussion Paper Question 35) 

The LIV recommends the introduction of a tiered approach to serving notices on ancillary 

service providers, rather than mandating a requirement that service providers comply.  

In this regard, the LIV suggests that the Commissioner requires service providers to inspect 

the potentially harmful content prior to issuing a notice for them to remove harmful online 

content. The Commissioner should also have a discretion to issue a formal mandatory 

compliance notice if the content relates to extremely violent or terrorist-related material.  

Alternatively, in the event that online service providers fail to comply with notices already 

issued, the Commissioner should be empowered to direct ISPs to immediately block the 

website from being accessed.  
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The LIV suggests the following tiered approach be implemented: 

1. A notice be delivered to the ancillary service provider informing them of the complaint 

made and directing them to inspect and/or remove the content;  

2. The offending website or content be taken down by the ancillary service provider or 

platform; or   

3. In the event that the offending website or content is not removed, the matter be 

escalated, and ISPs be directed by the Commissioner to prevent access to the website.  

2. Basic Online Safety Expectation (BOSE) 

The BOSE scheme articulates community expectations of digital platforms and online services 

required to preserve online safety for users.10 The LIV considers BOSE an essential component of 

the new Online Safety Act. 

2.1 Is there merit in the BOSE concept? (Discussion Paper Question 3)  

The LIV supports the BOSE principles and considers they generally achieve the objectives 

of the new Online Safety Act, that is, to consolidate existing schemes by incorporating the 

SbD, Online Safety Charter principles, and expand the application of the current scheme 

pursuant to the Enhancing Online Safety Act 2015 (Cth).11  

However the LIV is concerned the BOSE will lack enforceability, as implementing the BOSE 

by online service providers is voluntary. Additionally, the LIV has reservations about the 

efficacy of imposing penalties for non-compliance with notices served under the new notice 

scheme. In the LIV’s view, these concerns could be addressed by enacting binding legislative 

provisions under the new Online Safety Act resulting in enforceable penalties from its 

commencement.   

2.2 Are there matters (other than those canvassed in the Charter) that should be 

considered for the BOSE? Are there any matters in the Charter that should not be part 

of the BOSE? (Discussion Paper Question 4) 

The LIV suggests all matters outlined in the Online Safety Charter be incorporated in the 

BOSE.  

However, the LIV is concerned the expectations set out in Clauses 1.2 and 1.7 of the Online 

Safety Charter fail to address the issue of an online user’s understanding of terms and/or 

agreements entered into prior to using the social media service. Clause 1.2 (‘Develop 

 
10 BOSE Fact Sheet (no 2) 1. 

11 Discussion Paper (no 1) 20 
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community standards, terms of service and moderation procedures that are fairly and 

consistently implemented’) and Clause 1.7 (‘Implement social contracts at the point of 

registration. These outline the duties and responsibilities of the service, user and third parties 

for the safety of all users’) do not address the length and complexity of online user 

agreements, nor do they alleviate the potential lack of a user’s ability to fully appreciate the 

risks associated with agreeing to complex terms prior to using the online service. 

2.3 What factors should be considered by the eSafety Commissioner in determining 

particular entities that are required to adhere to transparency reporting requirements 

(e.g. size, number of Australian users, history of upheld complaints)? (Discussion Paper 

Question 5)  

The LIV recommends the following factors be considered in determining which entities are 

required to adhere to transparency reporting requirements: 

• the size and type of entity, including the nature of services the entity provides;  

• the business model of the entity and how the entity generates revenue; 

• the number of Australian users who utilise the entity’s services; 

• the entity’s prior history of substantiated complaints;  

• the seriousness of complaints received; and  

• the entity’s responses to complaints received. 

2.4 Should there be sanctions for companies that fail to meet the BOSE, beyond the 

proposed reporting and publication arrangements? (Discussion Paper Question 6) 

The LIV recognises that the reporting and publication obligations of service providers under 

the new Online Safety Act are onerous. The extent of penalties which may be imposed is  

limited because they are imposed on companies which are required to report to the 

Commissioner. Consequently, companies which are not required to report have no obligation 

to comply with the BOSE. In this way, on one view companies can circumvent their service 

provider responsibilities12 by avoiding the preventative principles outlined in the Online Safety 

Charter. 

In the LIV’s view, notices issued by the Commissioner13 when reporting on an online service’s 

non-compliance with the BOSE is unlikely to deter users. It has been observed that some 

social media companies monopolise several online social media platforms, with some 

 
12 Online Safety Charter (‘Online Charter’) Retrieved from <https://www.communications.gov.au/have-your-say/consultation-new-online-
safety-act?utm_source=miragenews&utm_medium=miragenews&utm_campaign=news> 
 
13 Discussion Paper (no 1) 22 
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appearing to demonstrate a willingness to manipulate online users social interactions14 and 

infringe upon users’ digital privacy15. The LIV is concerned that some online social media 

users lack the necessary cybersecurity knowledge required to protect their online privacy and 

digital information.  

3.  Addressing illegal and harmful online content 

The online content scheme currently contained in the Broadcasting Services Act 1992 (Cth) 

(“Broadcasting Act”), which is to be incorporated in the new Online Safety Act, identifies specific 

limitations on the content that can be hosted online by ISPs pursuant to Schedules 5 and 7 of the 

Broadcasting Act.  

3.1 Is the proposed application of the take-down powers in the revised online content 

scheme appropriate? (Discussion Paper Question 19) 

The LIV agrees with the proposed take-down powers in the new online content scheme. In 

the LIV’s view, the take-down powers are necessary, well-considered, and implement an 

effective compliance mechanism. The LIV believes this reform adopts a practical principles-

based approach to legislative reform.  

The LIV queries the effectiveness of take-down notices for content outside Australia. The LIV 

submits that for these notices to be effective a coordinated international cooperation and/or 

agreement to facilitate compliance with the Commissioner’s take-down notices will be 

necessary. Therefore, the LIV recommends expansion of the Department of Foreign Affairs 

and Trade’s (“DFAT”) powers to enable DFAT to effectively coordinate take-down notices 

with international organisations, such as Interpol.  

The LIV also suggests that an Australian Cyber Ambassador be appointed to assist in 

implementing the Commissioner’s decisions overseas in partnership with DFAT.  

3.2  Are there other methods to manage access to harmful online content that should be 

considered in the new Online Safety Act? (Discussion Paper Question 20) 

 The LIV supports the development of e-safety solutions which incorporate a human-centred 

approach whilst focusing on well-researched and informed technological processes. In the 

LIV’s view, this method of developing solutions is integral to exposing potential faults within 

 
14 Hill, Kashmir, ‘Facebook Manipulated 689,003 Users’ Emotions for Science, Forbes, 28 June 2014 Retrieved from 
<https://www.forbes.com/sites/kashmirhill/2014/06/28/facebook-manipulated-689003-users-emotions-for-science/#67f76657197c > 

15  Davies, Harry, "Ted Cruz campaign using firm that harvested data on millions of unwitting Facebook users". the Guardian, December 
11, 2015 
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the current online content scheme and will assist in developing a long-term approach to 

efficiently managing the increasing volume of harmful online content.  

 The LIV recommends the severity of illegal and harmful material be classified to properly 

regulate and enforce take-down notices, and for appropriate action to be taken proportionate 

to the severity of the harmful content. The LIV also suggests that the Commissioner develop 

and implement action plans and detailed strategies to efficiently remove the various types of 

harmful online content. For example, child-sex abuse material being shared to minors would 

require a similar but curated take-down approach compared to video footage of a 

livestreamed terrorist event.  

 The severity of the harmful material must be taken into account and regularly revised to 

ensure approaches to take-down notices are appropriate and do not become outdated and 

ineffective. The LIV recommends the Commissioner consider how harmful online content is 

shared, the speed with which it is shared, and the audiences most like to share the content 

and be exposed to it.  

3.3 Are there services that should be covered by the new online content scheme other 

than social media services, relevant electronic services and designated internet 

services? (Discussion Paper Question 21)  

Electronic services included under the new online content scheme are conditional upon the 

type of telecommunication service used to share harmful online content. Australia’s existing 

distinction between telecommunications and broadcasting laws is unnecessarily complex.  

The LIV is concerned about Schedule 5 of the Broadcasting Act which provides an option for 

external bodies and associations that represent the ISPs to develop industry codes, however 

does not stipulate that an industry code is required or regulated. This lack of regulation, 

coupled with the increasing development and introduction of new online platforms and 

advanced telecommunication services, may result in several services not falling within the 

definition of ancillary service providers outlined in the Discussion Paper.  

The Commissioner has highlighted the current framework is misaligned with: current 

technologies, online usage patterns, community concerns and enforcement procedures. The 

LIV supports addressing the lack of regulation and current lack of industry codes by bringing 

all telecommunication and broadcasting services within the scope of the definition of ancillary 

online service providers under the new Online Safety Act.  

3.4 Is the proposed take-down period of 24 hours for the online content scheme 

reasonable or should this require take-down in a shorter period of time? (Discussion 

Paper Question 22)  

The LIV favours a shorter take-down period which, in the LIV’s view, is necessary to mitigate 

the negative impact on users of harmful online material. For example, publishing or posting 

a terrorist event online should be acted upon immediately by the Commissioner issuing a 
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take-down notice to remove the content once the Commissioner becomes aware of the 

harmful online content.  

The LIV suggests the new online content scheme provide the Commissioner with exclusion 

from liability for issuing a wrongful take-down notice. The LIV also suggests a two-step 

approach be implemented for issuing take-down notices for suspected content versus actual 

harmful content requiring immediate action. Given the viral nature of harmful online content,  

it may be appropriate for the Commissioner to impose a minimum take-down period of 3 

hours.  

4. Image-based abuse scheme  

By reducing the time to comply with a take-down notice from 48 to 24 hours, the current proposals 

do not substantially change the operation of the notice scheme. In the LIV’s view, this change alone 

is insufficient to adequately protect users from harmful online content. 

4.1 Is the proposed take-down period for the image-based abuse scheme of 24 hours 

reasonable, or should this require take-down in a shorter period of time? 

The LIV submits a shorter take-down notice period is necessary to protect victims from the 

negative effects caused by having intimate and/or inappropriate images published or posted 

online without consent.  

The impact of image-based abuse through non-consensual image sharing can include: public 

shame and humiliation; mental health effects such as depression and anxiety; job loss or 

problems securing new employment; and offline harassment and stalking.16 According to the 

Commissioner’s Summary Report dated October 2017, image-based abuse is more 

prevalent amongst certain population demographics, with Australians from Aboriginal or  

Torres Strait Islander descent (25%), younger women (24%) and those who identify as LGBTI 

(19%)17 experiencing severe consequences as a result of image-based abuse.  

As a result of the devastating impact that image-based abuse can have, the LIV recommends 

a maximum take-down period of 3 hours is given to online service providers, upon receiving 

notice from the Commissioner. 

 
16 Danielle Keats Citron, Mary Anne Franks, ‘Criminalzing Revenge Porn’, 49 Wake Forest Law Review 345 (2014).  

17 eSafety Commissioner, Image-Based Abuse National Survey: Summary Report, October 2017 



 

 

12 

.  

4.2 Does the image-based abuse scheme require any other modifications or updates to 

remain fit for purpose? 

The LIV believes the current approach to image-based abuse is inadequate in addressing 

the often severe effects experienced by some victims.  

In 2017 RMIT University documented the experiences of individuals who had been victims of 

image-based abuse, and made the following observations:  

• victims who experience image-based abuse in the context of domestic or sexual 

violence may need an intensive legal response to protect and support them, 

suggesting further research is required to determine the most effective and 

appropriate processes for removing online content entirely; 

• Aboriginal and Torres Strait Islander persons may need resourcing and information 

to culturally nurture relevant knowledge to develop a framework to provide 

community support for victims; and 

• victims with mobility and/or communication difficulties might be particularly 

vulnerable to image-based abuse, in part due to additional barriers to reporting 

abuse, especially when their carer may be the perpetrator.18  

Currently, the Commissioner may issue informal or formal warnings for: a contravention 

of a prohibition on posting an intimate image; a failure to ensure the removal of an intimate 

image; or a contravention of a remedial direction (in relation to the posting of an intimate 

image).19 The LIV recommends a tougher approach be taken by the Commissioner to 

ensure perpetrators understand the seriousness of their actions, including increasing 

penalties and imposing a strictly legal approach when issuing notices. 

5. Blocking terrorist material online  

The new Online Safety Act enables the Commissioner to direct ISPs to block domains containing 

terrorist or extreme violent material for limited periods, or in the event of an online crisis event.  

This measure is designed to complement the Criminal Code Amendment (Sharing of Abhorrent 

Violent Material) Act 2019 (Cth) (“Criminal Code”) which makes it an offence for ISPs, hosting 

service providers, or content service providers to fail to notify the Australian Federal Police within a 

 
18 N.Henry, A. Powell, A. Flynn ‘Not Just ‘Revenge Pornography’: Australians’ Experiences of Image-Based Abuse A SUMMARY 
REPORT, RMIT May 2017. 

19 Discussion paper (no 2) 
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reasonable time about material relating to violent conduct occurring in Australia. The Criminal Code 

was amended in response to the March 2019 Christchurch terrorist attack which was livestreamed 

on Facebook. Following the attack, Australian ISPs voluntarily blocked websites containing footage 

of the attack and the perpetrator’s manifesto.  

Under s. 581(2A) of the Telecommunications Act 1997 (Cth), the Commissioner may give directions 

to a carrier or service provider. The Government used this measure following the Christchurch 

attacks and the ISPs complied. Some LIV members have expressed concern that the power is too 

broad. 

5.1 Is the proposed scope of content blocking for online crisis events appropriate? 

(Discussion Paper Question 28) 

The LIV recommends that the definition of “terrorist or extreme violent material” be refined in 

order to avoid the potential of misclassifying material that, whilst it may be extremely violent 

or terrorist in nature, was not created with the intention to be terrorist or extremely violent 

material. This may include differentiating between live-stream videos of terrorist attacks and 

forums where online discussions of radical material and ideas are held.  

For example, it is unclear in the Discussion Paper if the viewing of footage or reading the 

manifesto is more likely to lead to radicalisation than participating in online discussion forums. 

The view of some LIV members is that very few people are likely to be radicalised by viewing 

terrorist attacks alone, unless they had previously read and been sympathetic to other types 

of radical content.  

Terms such as ‘terrorist’ or ‘extreme violent material’ should be clarified to avoid human rights 

violations or putting vulnerable communities at risk. The Report of the Australian Taskforce 

to Combat Terrorist and Extreme Violent Material Online20 provides useful guidance which 

may assist to narrow the definition of these terms. Further, the definition of ‘extreme violent 

material’ should be refined so that it is focused on specific criminality, rather than 

generalisations with identifiers such as ethnicity or political affiliation.  

While the LIV considers that it is appropriate to have such a regime, it should be targeted at 

the material least likely to have a legitimate purpose and generally known to be connected to 

inciting terrorism and extreme violence, and this connection should be based on the best 

possible evidence.  

 
20 Department of Prime Minister and Cabinet: ‘Final Report of the Australian Taskforce to Combat Terrorist and Extreme Violent 

Material Online. Commonwealth of Australia, 2019.  
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To ensure that such a mechanism is created effectively and appropriately, the LIV 

recommends that: 

(a) The Commissioner consults with experts on radicalisation to ensure that measures 

are tailored towards material most likely to lead to terrorist attacks; and 

(b) The Commissioner consults broadly within the telecommunications and information 

technology industry about the technical aspects of the proposals.  

5.2 Are there adequate appeals mechanisms available? (Discussion Paper Question 29).  

The Discussion Paper states “The notices would be subject to appropriate appeals, 

transparency and oversight arrangements to ensure the proper and appropriate use of the 

power”21. It does not describe them in detail, but states that the regime will be supervised by 

the Federal Court.  

The LIV suggests that the costs of implementing Court Orders ought to be balanced against 

the consequences of having extreme violent material available online. 

In the LIV’s view, further information ought to be disclosed as to the government’s proposals 

for an adequate appeals mechanism, and that feedback should be sought from the legal 

profession.  

 

Should the Department of Infrastructure, Transport, Regional Development and Communications 

wish to discuss any aspect of this submission further, please do not hesitate to contact me, or Paul 

Snow, Senior Lawyer for the Technology & Law Committee, at PSnow@liv.asn.au or (03) 9607 9311.  

 

Yours sincerely 

Sam Pandya 

President 

Law Institute of Victoria 

 
21 Discussion Paper (no 2) 46 




